West Midlands Police Freedom of Information

For each year between February 2019 and February 2024:

1. The number of incidents and crimes recorded by the force that had 'deepfake' or
'deep fake' mentioned in the notes (please do not combine the number of incidents
and crimes).

CRIMES
Year | Number
2021 1
2022 1
2023 5
2024 1
Total 8

INCIDENTS
Year | Number
2023 1
2024 1
Total 2

2. The offence descriptions for each of those recorded incidents or crimes

CRIMES

Offence 2021 | 2022 | 2023 | 2024 | Total
Blackmail 1 0 2 0 3
Harassment 0 1 2 0 3
Harassment - Stalking involving serious
alarm/distress 0 0 0 1 1
Sending letters etc with intent to cause distress or
anxiety 0 0 1 0 1
Total 1 1 5 1 8

INCIDENTS
Incident Category 2023 | 2024 | Total
CRIME - Stalking and Harassment 1 0 1
PSW - Domestic Incident 0 1 1
Total 1 1 2
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3. The outcomes associated with each of the incidents or crimes disclosed

CRIMES
Outcome Description and Offence Title 2021 | 2022 | 2023 | 2024 | Total
Blackmail 1 0 2 0 3
Investigation Complete: No suspect identified 0 0 2 0 2
Named Suspect identified: evidential difficulties
prevent further action (no victim support) 1 0 0 0 1
Harassment 0 1 2 0 3
Investigation Complete: No suspect identified 0 1 2 0 3
Harassment - Stalking involving serious
alarm/distress 0 0 0 1 1
Not Recorded 0 0 0 1 1
Sending letters etc with intent to cause
distress or anxiety 0 0 1 0 1
Investigation Complete: No suspect identified 0 0 1 0 1
Total 1 1 5 1 8

Please be advised that incidents do not have a closure type or outcome category.

4. The associated notes for each of the crimes or incidents, if they can be disclosed
within the cost and time limits (I understand there may be a need for the redaction of

identifying details).

CRIMES

Record | Incident Summary

if i didn't send money

They wanted to trade pics and
#1 they created a deep fake naked picture of me. They threated to post on internet

body.
And posting it on social media platforms.
This is a new craze called DEEP FAKE.

#2

Caller has received video and stills of Jjjjj face edited on a naked unknown
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e ——
Caller is receiving images and captions |l from a fake account. By
unknown offenders

images are of |G

I
Which is called DEEP FAKE, whereby images of the victims are placed on other
images

Also, jii has received images of G

With homophobic comments
#3 Caller has received approx. Jjjj images within | N

I \'hich is also fake

Caller is receiving images and captions |l from a fake account. By
unknown offenders

5 B
Q
=y W)
wn
Q
)
= ©
S,
o
O
m
m
o
-
>
~
m
=
o0
@
@
O
3
[
@
7))
o
S,
—
o0
@
<.
(@]
—*,
3
wn
)
@
Qo
(@)
@
o
o
5
o
~—+
=0
@

<
«Q
el

images

Also, i has received images G

With homophobic comments
#4 Caller has received approx. [jj images within |

I \'hich is also fake

Victim has received a message on |l from an unknown person,
attached has been a "deep fake" video of the victim |

#5 Suspect has informed the victim that if Jjjj does not pay il the videos would
be made public.

The victim has received messages
I "his account then demanded | or e'se they would send
indecent pictures to [jjjj contacts. They also said that they would | N
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unknown offender has messaged the ip via |
I 2nd has sent ] a photo of the offender's face with a 'deep fake' nude
body
I o demands mate or sexual comments. The same photo has been
posted onto | forums. The ip perceives the course of conduct as
harassment.
IP has received phone calls, text messages and voicemails along with contact
by email and social media from the offender. IP received | NG
IP received messages
from other phone numbers which appear to be Offender using different phone
numbers under the pretence | Offender is
abusive in messages towards IP & has created a 'deep fake' image of |l

I \'hich il has sent to the IP causing serious

distress.

#7

#8

INCIDENTS

Record | Detail

ON GOING HARRASSMENT

I | HE SUSPECT HAS SENT DEEP
FAKE PHOTOS OF [ ~A\D SENDING THEM TO
FAMILY.

#1

HAS RECIEVED A MESSAGE ON [ SAY'NG
THAT THEY HAVE A PHOTO OF CALLER

THEY HAVE DEEP FAKED il FACE ONTO A SEXUAL
#2 | PHOTOGRAPH. THIS IS CAUSING CALLER DISTRESS. THEY HAVE NOT
MADE ANY DEMANDS YET BUT THEY HAVE BEEN BLOCKED.

NB Please be advised that MO notes may be shown more than once on the disclosure as it
may have had more than one victim, or may have constituted separate offences
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