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☐ Race

☐ Trade union membership

☒ Ethnic origin

☐ Genetic Data

☐ Political opinions

☐ Biometric Data

☐ Sex life

☐ Sexual orientation

☐ Religion

☐ Health

☐ Philosophical beliefs

 None

2.4 How will the data be collected? Briefly outline how you will obtain the data, examples
include: directly from data subjects, from another data set already in the WMP’s possession,
from a different force.
Please refer to the General Data Analytics Lab (DAL) DPIA.

2.5 How will the data be used? Briefly describe how the data will be used, recorded, and
stored and who it will be shared with.
Please refer to the General DAL DPIA.
For this project, the data are analysed in order to calculate the RFSDi score and undertake the
predictive modelling as noted above.

2.6 How many individuals will the processing affect? (Please specify one answer below)
☐ Fewer than 100 data subjects
☐ 100 to 1000 data subjects
☐ 1000 to 5000 data subjects
☒ More than 5000 data subjects
2.7 What categories of data subject are involved? (Please select all applicable categories
below)
☐ Persons suspected of having committed or being about to commit a criminal offence
☒ Persons convicted of a criminal offence
☐ Persons who are or may be victims of a criminal offence
☐ Witnesses or other persons with information about offences
☒ Children or vulnerable individuals
☐ WMP staff (current and former)
☐ Other

If other then please provide further details below:
Children and vulnerable individuals data may be processed, but only if they have also committed
a crime.
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2.8 Will it involve the collection of new information about individuals? Will WMP collect
data that it has not previously collected or had access to?
☐ Yes
☒ No
2.9 Data Sharing
Does the processing involve:

Select one option

2.10.1

Data being shared with third parties
external to WMP or recipients that have
not previously had routine access to
the information?

☐ Yes
☒ No

2.10.2

Transferring data outside the UK but
within the EU?

☐ Yes
☒ No

☐ Yes
☒ No
☒ Yes
2.10.4 Storing data using a cloud service
☐ No
provider?
☒ Yes – agreements in place
2.10.5 Is there an ISA, contract, or other
☐ Not yet – agreements required
sharing agreement in place with all
parties with whom data will be shared? ☐ No – none required
2.10 Why it is necessary to use personal data to achieve the aim and why can’t the aim
be achieved by other means?
For example, can the aim be achieved by using less data or different types of data?
Are all categories of data necessary to achieve the aim?
2.10.3

Transferring data outside the EU?

Please refer to the General DAL DPIA.
Individual level data are required as their individual criminal history is required in order to
calculate the RFSDi score. These datasets are also needed in order to build the statistical model.
Offender Managers both risk assess and work with individuals and therefore, to enable them to
use the resultant information it necessarily needs to be provided at the level of the individual.
The types of data used are required to be processed as certain features will be needed (for,
example, total number of crimes in the last 3 months) that require calculation and we cannot,
before building the statistical model, know exactly what will be useful and what won’t. No other
sources of data or mode of analysis can be used to produce the required outputs. Less data
cannot be used as, by definition, all individuals need to be put through the process as it is not
known beforehand who could benefit from the Offender Management process.
2.11 Explain how the use of personal data is proportionate to the aim of the proposal.
Weigh the advantages of achieving your purpose against disadvantages to data subjects.
As well as managing the risk that may be posed by individuals from a criminal point-of-view,
Offender Managers essentially aim to dissuade individuals from further criminal activity and offer
them a way forward in order to achieve this (whether training, help finding accommodation,
etc.) and thereby prevent crime which is a major purpose of WMP.
Of course, any process may identify individuals to which it applies which turn out not to be the
case (including the existing Offender Management process), however given that any individuals
that go through the Offender Management Process (the part to which this project applies) would
be offered help that may be a positive benefit to them, is not aimed at punitive measures and
that no data or results will be shared with other agencies, it is considered that the disadvantages
Page 5 of 10

v0.1

OFFICIAL-SENSITIVE
(Update when complete)

OFFICIAL-SENSITIVE
(When complete)

5.4

New technologies or techniques?
“Processing involving the use of new
technologies, or the novel application of
existing technologies (including Artificial
Intelligence)”

☒ Yes
☐ No

5.5

5.6

Profiling, automated decisionmaking or special category data to
help make decisions on someone’s
access to a service, opportunity or
benefit?
“Decisions about an individual’s access
to a product, service, opportunity or
benefit which is based to any extent on
automated decision-making (including
profiling) or involves the processing of
special category data”
Biometrics/genetic data?
“Any processing of biometric data”
and/or “any processing of genetic data
other than that processed by an
individual GP or health professional, for
the provision of health care direct to
the data subject” Biometric data can
include Facial Recognition technology,
fingerprints and is defined as

In producing the RFSDi score
and the estimated probabilities
of moving into the high harm
groups involves the use of
statistical modelling techniques
which are new to WMP.
The model building process
includes both testing against a
test dataset and a beta testing
phase
where
the
model’s
predictions will be tested against
what happens on an on-going
basis.
It is also worth noting that the
model has been built in such a
way
as
to
place
greater
emphasis on correctly identifying
those who will NOT move into
the high harm groups rather
than placing the emphasis on
those who will (i.e. the model is
built so as to maximise the true
negative rate (specificity) rather
than the true positive rate
(sensitivity)). This was done so
as to minimise the potential for
creating false positives.
Click here to enter text.

☐ Yes
☒ No

Click here to enter text.
☐ Yes
☒ No
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5.7

5.8

5.9

5.10

5.11

5.12

Data matching?
“Combining, comparing or matching
personal data obtained from multiple
sources”
Invisible processing?
“Processing of personal data that has
not been obtained direct from the data
subject in circumstances where
providing a Privacy Notice would prove
impossible or involve disproportionate
effort”
For example, when gathering data,
without the knowledge of the data
subject, in the course of a Police
investigation.
Tracking?
“Processing which involves tracking an
individual’s geolocation or behaviour,
including but not limited to the online
environment”
Targeting of children or other
vulnerable individuals?
“The use of the personal data of
children or other vulnerable individuals
for marketing purposes, profiling or
other automated decision-making, or if
you intend to offer online services
directly to children
For example, the use of personal data
relating to children for the purposes of
marketing their online safety products.
Risk of physical harm?
“Processing is of such a nature that a
personal data breach could jeopardise
the [physical] health or safety of
individuals”.
For example, if data relating to CSAE,
HUMINT or protected persons data was
compromised then it could jeopardise
the safety of individuals.
Evaluation or scoring?
“Aspects concerning the data subject's
performance at work, economic
situation, health, personal preferences
or interests, reliability or behaviour,
location or movements” For example,

☒ Yes
☐ No

Please refer to the General DAL
DPIA.

Please refer to the General DPIA.

☒ Yes
☐ No

☒ Yes
☐ No

☒ Yes
☐ No

Please refer to the General DAL
DPIA.

It is possible that data relating
to
children
and
vulnerable
individuals would be used if they
have committed crimes.

Click here to enter text.
☐ Yes
☒ No

☒ Yes
☐ No
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5.13

5.14

as part of a recruitment process.
Data processed on a large scale.
Considerations include:
• The number of data subjects
concerned
• Volume of data and/or range of data
items
• Duration, or permanence, of the
data processing
• Geographical extent of data
processing

Preventing data subjects from
exercising a right?
The rights are:
• The right to be informed
• The right to access data
• The right to rectification
• The right to erasure
• The right to restrict processing
• The right to object
• The right to portability
• Rights relating to automated
processing

☒ Yes
☐ No

The RFSDi scoring and predictive
elements would be undertaken
over the entirety of those who
are (or have been) of defendant
status within the WMP crimes
system
(subject
to
the
management
of
police
information
guidelines).
This
equates
to
a
number
of
individuals
above
5,000
in
number and covers the whole of
the WMP area.
Click here to enter text.

☐ Yes
☒ No

Please forward the completed form the WMP DPO.
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