
Public Interest Test  

Applicable Exemptions  

 

Section 31 – Law Enforcement  

 

Harm  

Information in relation to force policy is readily available by the policy portal , however this 

policy is currently under review, redacting part of the policy which details the systems we 

use, ensures that the force are able to maintain systems for it’s employees and the 

communities it serves.  

 Many forces nowadays process data at a high level of protective marking. Providing further 

information about the systems would enable a criminal to assess where such sensitive data 

was being processed, allowing them to potentially hack into the systems to retrieve the data.  

Systems often identify the product name and type of a system which again allows the hacker 
to research and target systems with known vulnerabilities. Although most systems have 
penetration testing there could be a Zero-day vulnerability on the site which would lead to 
compromise of the databases. Providing the database details provides more information to 
plan an attack. 
 
Any information that is disclosed under FOI is disclosed to the public at large, and it is a 
known fact that criminals monitor FOI responses for critical information relating to the 
national infrastructure.  
 

Reasons for Disclosure  

Disclosure of the information requested, such as the description of the database would 
promote public trust in providing transparency and demonstrating openness and 
accountability into where the Police store sensitive information. Reassurance may also be 
provided to the public and may allow them to have a better understanding of the 
effectiveness of individual force systems.. The public has a right to know that electronic 
information stored by police forces is done so appropriately and within a secure 
environment.  Disclosure of this information would confirm that this is the case 
 

They are also entitled to know how public funds are being spent and disclosure of this 

information would highlight that forces are delegating the appropriate level of monetary 

backing to ensure Information Security is adhered to. 

 

Reasons for Non Disclosure 

The electronic information held by forces on various databases, computer record systems, 

etc, assists us with our day-to-day delivery of effective operational law enforcement.  

Information Security must be robust.  Disclosure of information, no matter how generic it 

appears, which would compromise or threaten information security would undoubtedly 

adversely affect the course of justice as well as any ongoing or future criminal and 

disciplinary investigations.  

Many forces nowadays process data at a high level of protective marking.  Providing further 
information on the systems would enable a criminal to assess where such sensitive data was 



being processed and located , allowing them to potentially hack into the systems to retrieve 
the data, put the force under cyber-attack or the risk to individual’s data, although the 
request is specifically in relation to what systems we would update with personal / 
employees information of individuals, we should guard this and treat this with the same 
importance as intelligence.  
 
The public interest in maintaining a confidential, secure, information management system is 

strong and it is advised that the balance lies in favour of non-disclosure of information in 

asmuch as release of the redacted data would have an adverse effect on the force 

 

Balance  

Therefore, at this moment in time, it is our opinion that for these issues the balance test for 

disclosure of the information is not made out.    

 

 


