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REVISION OF FORCE INTERNET POLICY 

1 INTRODUCTION 

1.1 This policy replaces the 'Internet Usage' section of the Revised Corporate 
Internet, Intranet and Email Policy Part 1 Order 56/2002, and updates Part 1 
Order 1212000 - 'The Internet, OCU and Departmental Web Sites'. Any queries 
in relation to this order should be referred to the Force ICT Advisory Group, or 
James Mullins, Force Information Security Manager 7801 3215. 

2 SYSTEM PURPOSE 

2.1 West Midlands Police ICT systems are registered under the Data Protection Act 
for policing purposes. The Force provides official systems to support its activities 
and access is granted to users on this basis. Information sent or received on 
corporate systems forms part of the Force administrative records. This applies to 
access to the Internet, Intranet and E-mail, and therefore there can be no 
expectation of privacy. 

3 STANDARDS AND CONTENT 

3.1 E-mail and Internet usage policies set out permissible usage, specifies 
prohibited/inappropriate use, and stipulates possible disciplinary consequences 
for breach of Force policy. 

3.2 All users, including contractors and temporary staff are reminded that failure to 
comply with Force policies may lead to disciplinary action, may be unlawful or 
illegal, and may render you personally liable. 

3.3 Internet, Intranet and E-mail must not be used for the creation, transmission, 
downloading, printing and storage of: 

3.4 ANY INFORMATION WHICH MAY BE DEEMED OFFENSIVE 

• Any information that might cause offence on the basis of gender, race, 
disability, religion, sexual orientation or nationality. 

• Anything intended to cause harassment or alarm. 
• Any defamatory or libellous material. 
• Any material breaching copyright or other intellectual property rights. 
• Software. 



3.5 The Force maintains the right and ability to examine and monitor any Force 
system and any and all data recorded on those systems. Information stored on 
any Force ICT system may be subject to scrutiny. This examination helps to 
ensure compliance with Force policy and the law. It supports the performance of 
internal investigations and assists in the management of information systems and 
information security. 

4 INTERNET AND INTERNET E-MAIL 

4.1 The Internet provides sources of valuable information and communication. 
Access rights to these facilities are restricted by the criteria established in the 
policy based on the purpose and necessity of access. 

4.2 Those with access to the Internet are not authorised to use the Force facilities to 
access private e-mail accounts provided by external Internet Service Providers, 
e.g. Hotmail, Yahoo etc. 

4.3 Authorised users of West Midlands Police facilities for Internet E-mail will be 
allocated a unique E-mail address. 

5 FORCE INTERNET WEB SITES 

5.1 As part of the official West Midlands Police Corporate Web Site, OCUs may 
choose to develop their own local pages to communicate with local communities. 
Where OCUs decide to develop their own local pages, the following policy 
applies: 

• Developments to local sites should be authorised by the Press and Public 
Relations Department. 

• Sites must conform to the corporate identity template. 
• Local sites will be part of the same domain name, but will: 

(a) be linked to the relevant OCU or Department. 
(b) be linked to a subject or group heading under the 'USEFUL LINKS' 
section of the main corporate web site. 

• Local sites cannot be 'interactive' (other than to the OCU's mailmaster e
mail account). 

• Local sites can include information of local relevance, e.g. crime reduction 
information, local community meetings, relevant minutes etc. 

• Using the corporate template, updating of selected pages can be carried 
out locally. 

• Named individuals will be responsible for compliance with the Data 
Protection Act and Freedom of Information legislation. 

6 PUBLICATION OF MATERIAL ON THE INTERNET 

6.1 The Internet will be used to publish a wide range of material about the Force and 
it is essential that material is relevant, and accurate while complying with our 
corporate identity. For this reason official information about West Midlands 
Police will be co-ordinated by a single point of contact. 



6.2 The Press and Public Relations Department have responsibility of overseeing 
Force corporacy for publishing, updating and ensuring appropriate content of 
Force Internet and Intranet sites. 

7 LEVELS OF ACCESS 

7.1 The Force has limited Internet access facilities and therefore will control the 
number of accounts by application process. All applications for access to the 
Internet will be made in writing to OCU Commanders and Heads of Departments 
using a template to include a recognition by the applicant of the limits introduced 
by this policy, and their individual responsibilities. 

7.2 OCU Commanders (or Operations Managers acting on their authority) and 
Heads of Department will only forward nominations using the appropriate e-mail 
template if satisfied that the applicant meets the criteria and needs the facility for 
the benefit of Force business. Access will be for pre-specified, but renewable 
periods. The ICT help desk must be informed where the facility is no longer 
required for the execution of Force business by the nominated individual. 

7.3 The Head of IT will ensure that a list of OCU and Department users is forwarded 
to Commanders and Heads of Department annually to review the necessity of 
continued authorisation. 

7.4 Access to the Internet and Intranet E-mail using Force facilities will be granted to: 

• Individual postholders who can demonstrate that they require access for 
professional and business needs. 

• Individual postholders who are nominated by OCU Commanders or 
Heads of Department to provide a central research point for their staff. 
Such researchers will maintain a register of their work on the Internet to 
provide an audit trail identifying the initiating member of staff and the 
nature of the research. 

• Those engaged in study programmes supported by the Force who 
demonstrate the need for access to assist progression of their course. 

8 ACCESS METHODS/EQUIPMENT 

8.1 Access to the Internet on West Midlands Police sites will only be practised using 
the Force network infrastructure. Access through telephone network points is not 
allowed without an application being endorsed and approved by the Head of ICT. 

8.2 The Force Proxy Server allows for individual user profiles to be amended, 
thereby enabling access to blocked sites where necessary for the performance of 
official duties. 

8.3 The Force Proxy Server can be configured to provide Internet connection to pre
specified sites, e.g. E-Iearning, for those authorised postholders who do not 
require full access to the Internet for the performance of their official duties. 



8.4 Only computers provided by the Force may be used to access the Internet and 
Intranet on the Force network infrastructure. 

8.5 Force laptop computers will contain only approved software. This will not include 
Internet access software without the prior agreement of the Head of ICT. 
Laptops will not be used to access the Internet through the Force network 
infrastructure including the telephone network without similar agreement. 

8.6 Security of the laptop remains the responsibility of the individual user. Advice on 
encryption of laptop computers to ensure security of official information contained 
thereon is available from the ICT Department. Encryption should be utilised 
whenever a laptop contains information protectively marked under the 
Government Protective Marking Scheme (GPMS) or where loss or theft of the 
laptop could result in unauthorised disclosure of police information. 

8.7 To assist security, the Head of ICT will ensure through the annual audit process 
that accounts that do not show active business use for any two-month period are 
closed. 

9 ROLES AND RESPONSIBILITIES 

9.1 Those with access to Force ICT systems have personal responsibility to: 

• protect the security of their access rights and password 

• comply with Force policies for the use of facilities 

• report any misuse of systems and breaches of Force policy 

9.2 The Head of ICT has responsibility for security of these systems and for ensuring 
that appropriate system procedures are in place for maintaining corporate 
standards. 

9.3 The Force Information Security Officer (ISO) has responsibility for ensuring that 
owners of Force ICT systems comply with the highest security levels, HM 
Government Infosec/Comsec Standards, and relevant legislation. 

9.4 Breaches and suspected breaches of information security must be reported 
immediately to the Force Information Security Officer (ISO) in the first instance. 

10 BUSINESS/POLICE USE 

10.1 Police information processes are subject to the Government Protective Marking 
Scheme. All system users must be aware of their information handling 
responsibilities under GPMS. 

10.2 Protectively marked information must never be transmitted via the open Internet 
without the use of Government approved encryption. Advice and further 
information can be obtained from the Force Information Security Officer. 



10.3 Researching and accessing material on the Internet in duty time must be 
conducted only for business/police use. 

11 UNACCEPTABLE USE 

11.1 It is not possible to provide an exhaustive list of sites that will be inappropriate 
and unacceptable for general browsing purposes. However, visits to sites, which 
could bring the Force into disrepute, will be considered for misconduct 
proceedings and in some cases criminal investigation. The following generic 
sites are considered unacceptable, and general Force prohibitions will operate:-

a. Pornography and indecent imagery. 
b. Political sites promoting offensive and extremist views. 
c. Sites promoting racial or sexual discrimination and hate crimes. 
d. Gambling sites. 
e. Auction sites. 
f. Games sites. 
g. Personal contact and dating suites. 
h. Music and entertainment sites. 
i. Chat rooms/Newsgroups/Bulletin Boards/Mailing Lists 

11.2 Where individual members of staff have a legitimate need to visit 'unacceptable' 
sites from time to time in the course of their official duties, covert, secure facilities 
have been established within the Hi-Tech Crime Unit at Bradford Street Police 
Station. The Unit has specialist up to date knowledge of the most appropriate 
computer forensic evidence gathering techniques and procedures. 

11.3 Certain departments may be permitted general access to unacceptable sites by 
virtue of their specialist role and responsibilities. In all cases, records of access to 
sites will be maintained for audit purposes. 

11.4 Where access to such sites is sought in connection with police business, 
authority of a Superintendent will be obtained in writing. Each application should 
contain the justification for access and detail the activity to be undertaken, 
material sought and time scale. 

11.5 Where police staff have a requirement to openly and/or routinely visit specified 
'unacceptable' sites via the West Midlands Police Network as part of their official 
duties, their individual Internet access profile can be temporarily amended at the 
Force Proxy Server to permit such access for agreed, renewable periods, subject 
to: 

(a) a completed authorisation template from the individual's 
Superintendent to the Head of ICT. 

(b) approval from the head of ICT for such access to be granted. 

(c) the requested sites to be accessed being deemed appropriate and 
proportionate for the specified official duties. 



11.6 Staff must be aware that when accessing any Internet web site from a West 
Midlands Police computer, an electronic WMP 'footprint' is left on visited sites. 
Force reputation and/or business can easily be damaged as a result of 
inappropriate browsing. This is not acceptable for the integrity of the Force 
network and certainly not desirable for the integrity of any investigation, which 
could compromise the same. 

11.7 The downloading, storing or printing of material from unacceptable sites is 
prohibited without written authority confirming the legitimate police purpose. 

11.8 Internet access via a modem and dial up connection is strictly prohibited 
whether on a networked or non-networked computer system. 

12 PERSONAL USE 

12.1 Limited facilities for personal use of the system has been considered, and this 
will be acceptable provided: 

• only purposeful browsing of the Internet is undertaken 

• this activity is not undertaken during duty time for Police Officers or 
contracted hours for support staff 

• restrictions identified in this and other Force policies apply 

• such usage does not impact on availability of resources for police work 

12.2 Regular audits of Internet usage will apply. Access to this facility is based on the 
clear condition that users can have no expectation of privacy and that all usage 
will be monitored. The private purchase of goods or services is expressly 
prohibited. 

12.3 A serious view will be taken if these rules are broken and may result in 
disciplinary action being taken. 

13 COPYRIGHT 

13.1 It is the responsibility of the individual user to ensure that written permission is, or 
has been obtained from the owner of data before it is downloaded. Information 
available on the Internet is subject to intellectual property rights, including 
copyright, database rights, design rights, patent and trade mark. These rights 
apply to text, images, audio and logos. 

14 SOFTWARE 

14.1 Software must not be downloaded from the Internet without the written 
permission of the Head of leT. 

14.2 Software products are often available on the Internet for free download. Although 
offered free, licensing conditions may still apply. 



14.3 Only approved software may be installed on West Midlands Police ICT 
equipment. 

15 VIRUSES 

15.1 Where is it suspected that any accessed file may contain a computer virus, the 
user must immediately break the connection and stop using the computer. The 
ICT support desk should be contacted immediately. 

15.2 All magnetic media (floppy disks, CDs, tapes etc) containing official information 
must be strictly monitored, and disposed of as confidential waste when no longer 
required. 

15.3 The unauthorised use of magnetic media from non-police systems e.g. home 
computers is prohibited. The use of unauthorised magnetic media within the 
Force electronic environment poses a high level of risk to the operational 
capability of the Force, e.g. introduction of virus, Trojans and other malicious 
code (accidental or otherwise), can result in the total shutdown ofWMP's ICT 
and Communications facilities. 

16 AUDIT, INTERCEPTION AND MONITORING 

16.1 Use of the telecommunications system, including Internet and e-mail will be 
audited to ensure accountability and to identify patterns of use, which might 
require further investigation. 

16.2 The Audit process will be managed by the Head of ICT to ensure that: 

• Records of Audits are maintained which are in themselves capable of 
audit. 

• Records are maintained of referrals to OCU/Dept and results. 
• Records are maintained of referrals to PSD and the relevant PSD 

reference number. 
• A nominated individual conducts monthly audits. 
• Original records of audits in terms of original discs and printouts are 

maintained for use by investigators as exhibits when required. 
• Audit parameters are set in accordance with this policy. 

16.3 All such activities will be undertaken in accordance with relevant legislation, and 
Force policies, including Force e-mail policy outlining acceptable use of e-mail. 

16.4 Reports showing overall Internet usage by time will be forwarded monthly to 
OCU Commanders for review. When the audit process identifies concerns about 
excessive use or minor misuse of facilities the OCU Commander will arrange for 
a review of the circumstances and ensure any misuse is addressed. 

16.5 The Head of ICT will be responsible for introducing an accountable audit regime 
of Internet and e-mail transactions on a calendar monthly basis. The focus of 
audits will be to identify excessive patterns of use, breaches of security and 
misuse of the facilities. 



17 

17.1 

AGREEMENl' 

All police staff, contractdrs ar:1d femporary staff with access to West Midlands 
police, ForrceSYester:nse agree to be bound: by West Midlands Police Force. 
Policies,; procedures'and relevantiegislatibn. as ·tondifiortalfbdhegranting.of 
sl:Jch access. 
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